PeKomeHgauum no MHGOpMaLMOHHOI 6e30NacHOCTM Npu coBeplueHnn PUHaAHCOBbLIX onepauuii

AO MparmaTtnkc YnpaBaeHne akTMBamMM CTaBUT CBOEM Lie/iblo 06ecneyunTb NPeLoCcTaBieHNe YCIyr Ha BbICOKOM YPOBHE U
HanommMHaeT Bam 0 pMCKax MOLLIEHHMYECTBA C UCMO/Ib30BaHMEM MOBWUIbHON CBA3W, COLMANbHBIX CETEN, MECCEHAKEPOB,
3/1EKTPOHHOW NOYTbl U CUCTEM AMCTAHLMOHHOrO obcnyKMBaHuA. Hanpumep, Bbl MOXKeTe MoayunTb cOobLLeHWe uau
3BOHOK OT MOLUEHHWMKOB, COAep)Kawme 3anpoc Bawer KoHduaeHumanbHoW uHGopMauum (nepcoHasbHble AaHHble,
¢dU1HaHcoBble CBEAEHUS, NAPOAK, Koabl M3 CMC 1 T.Mn.) uamn npocbby COBEPLUUTL onpeseneHHble AeiCTBUA, NO TenedoHy,
yepes mMecceHAKepbl, COLMaANbHbIE CETU, MO 3NEKTPOHHOMN nouTe. B ciyyae BbINOJHEHUW NPOCLObLI MW UHCTPYKUMIA
3/I0YMbILUJIEHHWKOB, OHM MOTYT MOMbITaTbCA OCYLLECTBUTb HECAHKLMOHMPOBAHHbLIM AOCTYyNn K Bawemy KomnbloTepy,
MOBUNBHOMY YCTPOMCTBY, IMYHbIM KaBMHETAM UM NONYUYNTb KPUTUYHbIE CBEeAEHWSA 0 Bac ans fanbHelwero coBeplleHms
He3aKOHHbIX PMHAHCOBbLIX ONepauuii oT Bawero nmeHu.

AO lMparmaTtuKc YnpasaeHne akTMBaMM A0BOAUT L0 CBEAEHUA K/IMEHTOB M KOHTPAreHToB C/ieaytolwme peKomeHaaumum no
6e3onacHoOCTM MHGOPMaLUK:

1. Hukomy He coobuialiTe 1 He NepedaBaiTe, a TaKKe He BBOAUTE CBOM AaHHbIe HAa NOA03PMUTE/IbHbIX CaliTax U B
MPUNONKEHUAX: NIOTWHBI/NAapoain WAM OA4HOPA30Bble KoAbl AOCTyna A8 BXOAA B CUCTEMY WAM MOATBEPMKAEHUA
onepaunii, a Tak:Ke Baln nepcoHanbHble AaHHble (MacnopTHble aaHHble, MHH, CHUMC, aaTta poxaeHua u np.) u
¢dunHaHcoBble ceepeHuaA. CotpyaHukm AO MparmaTuKc YnpaBaeHve akTMBaMM HUKOTAa He CnpalvBatoT Napoaun u
Koapl 3 CMC.

2. ObecneybTe 3aWMTY YCTPOMCTBA, C KOTOPOro Bbl ocywiecTBiseTe GUHAHCOBbLIE ONepaLun:

e YcTaHaBAMBaMTe nporpammHoe obecneyeHve M3 [0BEPEeHHbIX UCTOUYHMKOB, HAaCTPOMTE 3anpeT Ha YCTaHOBKY
I'IpVIfIO)KeHM[;I 13 HenpoBepeHHbIX NCTOYHUKOB,

e Mcnonb3yiite cpeacTBa 3alWmMTbl MHPOPMALMKN, TaKUE KaK aHTMBMPYCHbIE MPOrPamMbl (a TaK:Ke PerynapHo mx
06HOBAANTE), NEPCOHANbHbIA MEKCETEBOM 3KPaH, WWMPPOBAHMNE AAHHbIX U ANCKOB;

e He nepepasaiiTe Bawe MobUAbHOE YCTPOCTBO MAM NEPCOHANbHBIN KOMMbIOTER APYTUM /IIOAAM U HE OCTaBAAlTe
6e3 NPMCMOTPA C LEeNblo HeAONYLLEHUA YTEPU, KParKU UM COBEPLUEHNA HE3aKOHHbIX GPUHAHCOBLIX ONepaLmii;

e He cornawaiiTecb Ha yAaneHHoe MNOAK/AYEHWE K Bawemy MoO6WAbHOMY YCTPOWMCTBY WM NepCOHasbHOMY
KOMMbloTepy.

3. [ononHutenbHo npu pabote B ceTn NIHTEpHeT:

e byabTe OCTOPOXKHbI MPU MNOAYYEHMUMU COODBLLEHMI CO CCbINKAMM Ha CalTbl U BAOXKEHHbIMWU dalinamn, OHU MOTYT
NPMBECTU K 3apaykeHuto Bawero ycTpoiicTea BpegoHOCHbIM KOLOM (Hanpumep, BUpycamu). BpeJOHOCHBIN Koz,
MOeT nonacTtb Ha Balue ycTpoicTBo, eciv Bbl 0OTKpoeTe BAOXKEHHbIN Gana Uan nepengere no cCbiike Ha CauT.
Mcnonb3ya BpefoHOCHbIN KOZ, 3/10YMbILWAEHHUK MOXKET NONYYNUTb AOCTYN K AAaHHbIM U NPUIOKEHUAM Ha Bawem
ycTpolicTee. M3beraiite COMHUTE/bHbIX CaiTOB B MIHTEpHETe, NOCKO/IbKY BPEAOHOCHbIN KOA, B TOM YUC/Ie MOXKET
6bITb 3arpy»eH ¢ Nog06HbIX CalToB;

e lmeliTe B Bnay, 4To MOLWEHHUKN MOTYT CO34aBaTb NoaAe/ibHblE CanTbl KOMNAHUW, MCNO1b3yA CXOXKYHO LUBETOBYHO
rammy M HassaHume AO MparmaTuKc YnpasneHne akTMBamu, HanpasaATb NoanesibHble MUCbMa, AKOObI OT nnua AO
MparmaTtukc YnpasneHue aktuBamm. byabte makcMmaibHO BHUMATE/IbHbI, ﬂpOBepﬂVITe CCbI/IKM Ha CaMThbl;

e BHuMMmaTenbHO MpoBepAlTe agpecata, OT KOTOPOro npuwao coobuieHne. CoobuieHWe MOoXKeT 6biTb OT
3/10YMbILLNEHHWKA, KOTOPbIN MacKupyeTca nog, coTpyaHuka AO lMparmaTtukc YnpasaeHne akTMBaMM UAM UHbIX
[AOBEPEHHbIX UL, HanpMMep, Noa NpeAcTaBUTeNeil rocyAapCcTBeHHbIX BEAOMCTB U OPraHoB BAACTy;

e HesamepautenbHo MHpopmupyiite AO MparmaTvKe YnpasieHWe akTMBaMM O MOMbITKaX MOLUEHHUYECTBA WM
NOLO3PEHMMN HA HUX, €C/TM 3TO MMEET OTHOLLIEHME K B3aumogenctauto ¢ AO MNparmaTukc YnpasieHne akTMBamu, a
TaKXke ecnv Bbl nonyunnm ysegomneHme o GMHAHCOBbLIX Onepaumsx, KOTopble He COBepLIay.



